Basic Computer  Security or How I Learned to Stop Worrying and Love the Net

 
Picture this scenario: A corporate officer for the VBDCI (Very Big Defense Contractor, Indeed) corporation settles down for a night of work at the office. He has a dial-up mail account on a remote site, so

at around 10pm he dials in to fetch his mail. Imagine his surprise as he receives an email from another group's leader with the subject "YOU STINK!" Being a relatively stench-free sort of fellow, he opens it with some puzzlement. The text is "You really screwed this one up!" with a word attachment. "Hmm, don't remember sending that, let's take a look." He double clicks, and is favored with a screen full of hula-dancing ducks. "Pretty stupid joke," he says to himself. Or is it? Zoom inside his email down to the core of the operating system and follow the packets traveling now between his computer and the much feared computer villain "Ag3nt Sm1th," the most feared cracker in the tri-state area. Follow the packets from Ag3nt Sm1th's computer to the infected machine, up through the corporate LAN, across to the database that holds the demo site connecting to the NIPRNET. Follow the packets through an undisclosed link to the SIPRNET down to a Nuclear Silo setting off the Nuclear Missiles that DESTROY US ALL! 

Ok, so it's more than a little unlikely, but just to be safe, follow these rules from a recent edition of the SANS Security Alert:

The Five Worst Security Mistakes End Users Make

1. Opening unsolicited e-mail attachments without verifying their source and checking their content first.

2. Failing to install security patches - especially for Microsoft Office, Microsoft Internet Explorer, and Netscape.

3. Installing screen savers or games without verifying that they are safe.

4. Not making and testing backups.

5. Connecting a modem to a phone line while the same computer is connected to a local area network.

Your children will thank you.

